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Abstract: Mobile phone security has become increasingly important in mobile terminal. It is of particular concern as
it relates to the security of personal information now stored on smartphones. Some key technologies will be greatly
helpful to improve the security level of mobile device, such as the sandbox architecture of the mobile OS, the
permission revocation on runtime, the inter-communication between mobile applications and components, and the
information-flow tracking. It was aimed to explore and analyze the security key technologies, and showed the future
trends of mobile phone security.
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Dalvik H 8L (Android £ ) Java M #LHLSEBL) , i 2 X 40
BV HURAE B s AT AR, AN TR O Y R
TRV P IR R MR H R UG B R
URAR B V5 B AE TS A A i B B BURE B AR
0o 78 B N SRR R R AT T R
THUSAE BE R N SRR RGN, W e TP
B R P A AV R AR AT 28

TaintDroid 15 24 Dalvik K #IHLE SE 8L, %F HE Ak Y ok
R RS KHATE KA R AR
S USO8 R 0 B A B 0 A B R B A O BURR
B X BRI HUR R bR RS O 1 R A R B e R
1, BB RIS IC AL R AR R R
101725 5 A B2 1 S LA I A AN R A i B A e U
T AR S T A URAE BT A, B Y R A
G300 Ay B e R A 2 A SRR

A Dalvik M #6138 1 ) DEX #1L ] 45 4 4 1 55 4~ 48
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Op Format Op Semantics

Taint Propagation

Description

binary-op v, v;C
valvelvy—v,
aput-op v, vy ve

iput-op v, vy fi.

const-op v, C v,—C T(v)—¢
move-op v, vy Vi Vg T ()T (v)
move-op Rv, vi—R T )—T(R)
return-op v, Re—v, T(R)—T(v,)
move-op E v, v—E T ()T (E)
throw-op v, E—v, T(E)—T (v,)
unary-op v, vy Vi@ Vs T )T (v)
binary-op v, vy ve Va V@ Ve TG)=T U T ()
binary-op v, v, VaVaQ Vs T )T W)U T (v,
Vv @C T ()T ()

TG D=T DU TG

vi—vy[ve] T )T G DUT ()
aput-p V4 Vp Ve S, T(f)—T(,)
Sput-op V. Jy o TG)—T(f;)
Spit-op Vi fy v S, TG —T (v,)
lplll-Op VaVp ﬂ V_f_vﬂ(f(') 5

TG )T (DU T ()

clear v, taint

set v, taint to v, taint

set v, taint to v, retum taint

set retum taint ( @if void)

set v, taint to exception taint

set v, exception taint

set v, taint to v, taint

set v, taint to v, taint U v taint
update v, taint with v, taint

set v, taint to vy taint

update array v, taint with v, taint
set v, taint to array and index taint
set field f; taint to v, taint

set v, taint to field f; taint

set field /- taint to v, taint

set field f; taint to v, taint

set v, taint to field . and object reference taint

€ 6  TaintDroid () U bR iC 7 B0 12 45

4, TaintDroid #% M UR AR IC 1 19 BEF 2 8, 24 J LU A7
BB YR R R s R R Y
W, BURAS B bR i b B & 30 5 R b A

B4 a=b A, HLES & 18 42 4 move-op a b, % &
b AR AL E R B AN BRI o
AR R B RS B AR e, KPR LT,
MR AFHRGEE, WA RGTKS, Wb &
ARG REBE TR Wit FRFNEREIE D,
MR b WAL HINER o, B4 o WEFEHEGR
5T

Bl 6 /& TaintDroid 1 BURAR 10 {7 B FA 2 /R W, ooy
v, HF AR B REUR TR & SRR R
BRI 7RI vf,, HH A v, 55 G0 4 5]
HR KR S E Ry 5 87484 (exception),C N i, [ A
B,
52 ZIMEAMM

BB A TR T P R A S — A R T 0 A P
POR e R EOR S B rp A7 — 26 0 1 4 36 FA i LAY
ORI &

(1) BB A7 B s 2 0 DO 9 B 11 ] R

5 HURME B bR 0 IR AR F 15 B0 i R O i
ol T P B R SR AR T e A O

(2)3 2 8 ok 2 o 1 OB B 1 1 £ 328

Dalvik K #1417 5 72 34 JH 6 ) 7992 Binder IPC £ R
i 218 B Android 1] Binder i 45 25 > 445 7 of 72 2 72 4 H
B R AR L R

26

(3)7E & H78 F (native call 1 JND) (I HUSR(E B 4%

T JC Ik BER Dalvik 1 UL HL 2 40 19 7 b 7 94 1 o
7 v ) R IC B, O T ORI BB AR BN SN P R
JiiE R B AR A 7 1R A% 7k 9 A B
AR VIR ) | STl /o8 1326 LK 1 NI E
(R 58 b 7 6 A M 2R 58 7 v A YD R B AT
S 33X S R T 2 R D A A o R AT i, R
TAEMERE AR, I 75 S8 2 40 1A WA 50T 9 i o
N E G R B R 2

(A)TESCIF 2R G2 L SO A7 At o R 01 RS A 8 12 i

R A7 B 72 T RE B A A B S0 R 4 (Android
B SC P B G YAFFS2) il 4 B9 SD K 77 fif 5 45 (1
ext 2) I 2 R BURARIC , O T G X R B0, W YRS
T 2 G0 00 J8 o, O 3 BURE B AR ag , X R R IR AL T
G

6 HRIE

Wi 5 7% 3 T I 190 1 SRR R A2 K 4 L DL
TN RIL K AT BT HLZ 2 ERE BTN Z
A I LA A AN, SRR UM ) 20 % gl LR 190 e R B 5 B
Wz —, WARICHIBEF KB, B % 2 K R 3 7 T
WBT B sl B R B F 5 Ak, Wb &L
DL LR A B o DRI, o7 D 22 4 B 988 15 240 sl 5 ) 4
TERGHEE L 27 |k, AR — 050, ]
AR A R GE 0 J2 2 WLt DR R A B 5 1 7 1), 9 5 B £
PR RSB 12 B 7 3 2 — R AL % 2
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2% 3k

1 DAC M43 T R htpdenwikipediaorgwikiDiscretionary_ access_

FE, 2, AR B AT R R
AR SE B AR, 2R 8l B M T
KT AR,

control

2 MAC 43T FF. htps//en.wikipedia.org/wiki/Mandatory_ access_
control

3 Android JF & B J5 3C £ . http://developer.android.com/guide/
components/index.html

4 Apple i0S JF & B J7 X #4. https://developer.apple.com/library/

S /masation/index b AT B L A IR A AR
5 Robert N M Watson. New approaches to operating system ARG YT R, R R A R il O R SR
security extensibility. 15 JJ Thomson Avenue, Cambridge CB3 B 7 7 R R R TR 4 B I H R B R e 2o

OFD, United Kingdom, 2012 BAER R "D, R BN AE N2 H R B scHt
6 William E, Peter G, Byung-Gon C, et al. TaintDroid: an information- VB LA KR 2% 7 I A3 i i T FnF & TAE .

flow tracking system for realtime privacy monitoring on

smartphones. 9th USENIX Symposiumon Operating Systems EBEE, S O PEBGEHEMAARA BEWRRKEAE

Design and Implementation, Vancouver, BC, Canada, 2010 P T R TR ARG Oy 1 Sy T & 5 &
7 Dino A, Dai Z. Apple i0S 4 Security Evaluation, 2011 AR

8 Sven B, Lucas D, Alexandra D, et al. XManDroid: a New Android

Evolution to Mitigate Privilege Escalation Attacks. System

BE B cEL D E AR A BRA R AW A B B A
FHPE R OT R 8 T AR, 32 B A s A 7 AT AL o7 T A e
Tr MBS T K TAE

Security LabTechnische University at Darmstadt, Germany, 2011
9 Rafael F, Christian B, Christoph K, et al. Android OS Security:
Risks and Limitations. AISEC Technical Reports,AISEC -TR -

2012001, 2012 OKCAS B #7.2013-04—15)

Sk y
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2013 F 3 AEBUEZHERTMERL(Z)

i br 44 B Af A R F ik b AR AR e b ENERE S
[ 7 L3 0 AT Ti 27 640.6 -174.7 -91.7
2N T HLAG I 2316.9 -303 -11.2
B TIT FL i i 18 873.6 -19.8 -44.5
1% #L T Jip 109134 -99.7 -48.6
A LI Ji 8 767.0 -154.9 -47.3
5 L i 7153.1 -155.7 -56.8
B A A i 114 572.1 3 356.6 1367.8
H.36 i Ji 27 726.7 44463 1735.1
HEC S H P T 569.3 -0.5 -2.2
T A 4 A TP 18 146.9 628.6 256.2
Hovh . xDSL Jip 11 472.0 -429.1 -37.6
K 3 T I 19 JH Ti 81739.2 5302.8 1394.1
I 7 FL 5 R EYEPN 20.5
gl i % K [HVAEPN 84.9

(kB . Tk Ao d3 B AL IE 47 ol W98 B )
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